The Montana State University (MSU) Library seeks $100,000 funding from the Institute of Museum and Library Services (IMLS) through its National Forum Grant program under the National Digital Platform project category to hold a meeting around the topics of web privacy and web analytics involving librarians, library administrators, systems developers, product designers, user experience designers, lawyers, technologists, and privacy researchers. A gathering of these stakeholders is needed in order to build consensus and develop an actionable agenda for implementing values-driven web analytics across a nation-wide spectrum of libraries: public, academic, community college, tribal, school, and special.
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Statement of National Need
Summary
Libraries need web analytics. The usage measurement statistics generated from web tracking software help tell a story of value and impact for library stakeholders, including funding agencies, university administrators, and community boards. Analytics also serve a crucial role for tuning, tailoring, and improving services to better help library users. Google Analytics-the powerful, comprehensive, and easy-to-install software package-has emerged as a leading choice for web analytics in libraries. From the perspective of monetary cost and implementation, Google Analytics is free to use and easy to install. These pragmatic factors amplify its widespread use. From the perspective of user privacy, however, Google Analytics is anything but free to use. As a third-party web tracker, Google Analytics participates in a vast network of third-party tracking on the web that exposes user data to countless additional trackers, often without the fully informed consent of the user or the library.
Libraries understand that users need privacy. Libraries have historically offered safe spaces of intellectual freedom that are underpinned by a commitment to privacy in the pursuit of information, yet the widespread implementation of commercial analytics packages such as Google Analytics on library websites may conflict with the library profession's long-held values of privacy and intellectual freedom. This potential conflict is often not addressed in publications and presentations on Google Analytics and its related services such as Google Tag Manager. Indeed, the MSU Library's research into privacy and web analytics (as a part of IMLS grant LG-06-14-0090-14, "Measuring Up: Assessing Accuracy of Reported Use and Impact of Digital Repositories") has revealed that the library community appears to have an imperfect or incomplete understanding of web privacy, web analytics, and third-party web tracking. The proposed Forum is therefore driven by the underlying need to enhance our profession's understanding and practice of web analytics with a view towards our unique commitment to privacy.
Web Analytics and Third-party Tracking : A Brief Introduction
The practice of third-party tracking on websites is widespread (Narayanan and Reisman 2017), and has only increased in prevalence, variety, and complexity over time (Lerner et al. 2016; Englehardt and Narayanan 2016) . One of the most common trackers found on the Web is produced by the Google Analytics web service, which is used to measure and analyze the visitation to a website (Lerner et al. 2016; Schelter and Kunegis 2016) . In exchange for this easy-to-implement and free-to-use analytics service, websites execute Google Analytics JavaScript code and pass user visit data to Google through browser cookies set by Google Analytics (Krishnamurthy and Wills 2009). Such data is considered to be "leaked" if the user is unaware of its collection and does not consent to the data being shared with additional third parties (Sar and Al-Saggaf 2012). An analysis of 1 million websites found that nearly 9 in 10 websites leak user data to third parties without the user's knowledge (Libert 2015) .
The Google Analytics tracker is not designed to leak user data across sites on its own-but when a website has implemented both Google AdSense (Google's popular cross-site advertising service) and Google Analytics, the unique identifiers from each service can be linked in a way that allows Google to merge user profiles and track users (Roesner et al. 2012) . Data leakage via Google Analytics can also occur when websites activate the additional Google tracking service known as Tag Manager, which allows for cross-site tracking and targeted advertising (Bashir et al. 2016) . Under these expanded tracking conditions, third-party trackers can match user behavior data with user profiles, thereby allowing users to be tracked and targeted across the web (Olejnik et al. 2012; Kalavri et al. 2016 ).
This kind of data leakage and user profiling via web tracking represents a privacy issue for users because of a lack of transparency and the lack of opportunity of users to consent to the sharing of their tracked behavior. The following example illustrates this case: a user logs into Gmail through a web browser on a public computer terminal at a library that uses Google Analytics and Google Tag Manager. This user then clicks through a TurboTax email and, later in the same session, searches for tax relief resources through the library website. Because Google can track this user's behavior across multiple sites, Google's advertising network can then target the user with ads for credit cards or personal loan services. This style of tracking is pervasive; Google was shown to be capable of tracking users across nearly 80% of sites through its various third-party domains (Libert 2015) . In this way, the websites that implement Google Analytics and other Google tracking services are participating in the extensive network of third-party trackers that are capable of sharing user data across sites. In many cases, the user has not given fully informed consent for this data sharing, nor does the website owner fully understand the capabilities and consequences of web analytics and other third-party trackers. In these cases, user privacy may be violated by web analytics trackers.
Web Analytics and Web Privacy
The library literature is well represented with articles and books that detail the implementation, application, and justification of Google Analytics for the purposes of web traffic analysis and service improvement (Hess 2012; Barba et al. 2013; Cohen and Thorpe 2014; Fagan 2014; Yang and Perrin 2014; Conrad 2015; Farney 2016) . In these articles and manuals, however, privacy is not often mentioned. Yet the user data collected by Google Analytics, such as search terms, user-agent software, geographical location, and time of day, can potentially be leaked to other third-parties via extensive networks of web trackers. User privacy can be further undermined when third-parties match user behavior data with user profiles, thereby allowing users to be tracked and targeted across the web (Olejnik et al. 2012) . Certain Google Analytics implementation practices can help reduce the capability of data collection and reduce the capability of cross-site data sharing. These mitigating techniques include IP anonymization, opt-out mechanisms, and secure HTTP connections. A secure HTTP connection, also referred to as HTTPS, can be activated via a secure digital certificate (Naylor et al. 2014; Askey and Arlitsch 2015) . These practices can also signal to users that a site is aware of web tracking and concerned with user privacy.
Privacy has long been a concern of libraries (Million and Fisher 1986; Garoogian 1991; Johnston 2000; Nicols Hess 2015) . Given the extent of third-party tracking, however, it is exceedingly difficult to implement analytics trackers like Google Analytics without compromising the privacy for users that libraries have championed. Library professional organizations have acknowledged the complexity of contemporary information privacy, and have released privacy statements to help guide action (see Table 1 ). 
NISO Privacy Principles
The principles outlined in this document are a starting point. Additional community consensus work will be necessary to make some of these principles implementable by the spectrum of providers that supports library services.
The statements from ALA and CNI highlight the challenge of maintaining our profession's positions toward user privacy vis-à-vis third-party tracking, and the statement from the NISO highlights the need for a community-based and consensus-driven approach for this work.
A recent survey of librarians' attitudes towards privacy found that 97 percent of respondents agree or strongly agree that libraries should never share personal information and circulation or Internet records without authorization or a court order (Zimmer 2014). In the same survey, 76 percent of respondents feel that libraries are doing all they can to prevent unauthorized access to individual's personal information and circulation records; however, a different survey investigating the configuration of public internet terminals showed that many libraries have not installed ad-blocking and privacy-protecting features on web browsers, nor do they offer instruction to users regarding web privacy (Gardner and Groover 2015) . Results from our IMLS-funded research also show that many pro-privacy practices are not widely-implemented on library websites. As other authors have neatly summarized, "many websites use [Google Analytics and other click-tracking mechanisms], and their utility within library systems is an ongoing debate as we balance the needs of reliable metrics with patron privacy" (Caro and Markman, 2016) . The use of Google Analytics on library websites is ubiquitous, yet the tension between web analytics and web privacy demands further investigation to ensure that libraries are in fact doing all we can to prevent unauthorized and unwanted data sharing.
A National Forum on Web Analytics and Web Privacy
We propose hosting a National Forum on Web Privacy and Web Analytics (henceforth, the Forum) to address the challenges of user privacy on the web. While many librarians agree that libraries should not share user data, the use of web analytics trackers such as Google Analytics on library websites and the lack of privacyprotection features demonstrate that the library profession needs more resources, more dialogue, and more direction for addressing the issues.
Our discussion at the Forum will be framed broadly around key foundational questions. Given that usage measurements are necessary to communicate value and improve services, how can libraries continue to report web analytics while also protecting users' privacy? Can traditional library values be compatible with contemporary web analytics? Why haven't more libraries implemented alternatives to Google Analytics such as Piwik? Why haven't more library websites implemented cookie consent notices? Is it possible for the library community to build a new privacy-focused web analytics platform? What are the tradeoffs and implications of building our own analytics solution versus advancing the conversation around third-party providers? What are the strategies for holding technology companies and vendors accountable for data collection and retention? How can libraries use web analytics while respecting and protecting user privacy?
The Forum will prove vital for advancing professional discourse, knowledge, practice, and policy regarding third-party web tracking on library websites. By bringing together stakeholders and participants from across disciplines, we will focus our profession's privacy conversation and provide an actionable roadmap for enhancing user privacy in the age of web analytics.
Relevance to Funding Category, Project Category, and Agency Goals and Objectives
This project exemplifies the National Forum Grant by proposing to convene expert practitioners, qualified researchers, and key stakeholders-including those from adjacent fields-to develop a cohesive national response to a critical issue in the library profession. By enhancing our professional understanding of web analytics and web privacy, and coordinating action towards a national privacy agenda, this Forum also realizes goals of the National Digital Platform project category, which seeks to research the need for and impact of investments in national digital library infrastructures and services. The Forum also realizes goals and objectives of the IMLS (as articulated in the Strategic Plan 2018-2022): by building professional capacity for practices related to privacy and intellectual freedom, the work of the Forum leverages and reinforces the distinct role of libraries as trusted sources of information; and the Forum outputs-a white paper, an action handbook, conference presentations, and open access publications-align with the IMLS agency goal of investing in professional development that supports libraries' ability to implement best practices and make informed decisions.
Project Design
Goals and Outputs
The primary goal of the Forum is to articulate a national agenda for meeting our professional standards of privacy while also meeting the need to implement and report web analytics. The activities of the Forum will be framed around three supporting goals: 1. Activating and focusing our professional discourse around privacy and analytics; 2. Improving our field's understanding of third-party web tracking and web analytics; and 3. Developing practical approaches and policy guidelines for implementing privacy-focused analytics within the contemporary landscape of the web. The realization of these goals will ultimately produce three key outputs that will offer immediate practical and scholarly advances for privacy and analytics in libraries:
A post-Forum scholarly white paper that synthesizes Forum activities and articulates the direction for a national privacy-focused values-based agenda for web analytics. The white paper will include preForum privacy worksheets completed by participants, a literature review, and an environmental scan. It will also include identification of partners for further development and sustainability of the agenda. The white paper will be informed by community input, with final synthesis and production by the project staff. The white paper will be licensed CC BY 4.0 to allow for wide reuse and dissemination.
A practice-based action handbook that provides background, resources, and best practices to guide libraries in responsibly implementing web analytics. The action handbook will be licensed CC BY 4.0 to allow for wide reuse and dissemination. The action handbook will be informed by community input, with final synthesis and production by the project staff.
Conference presentations and peer-reviewed publications that will further disseminate Forum activities and generate engagement and buy-in around Forum topics. These outputs will be submitted to journals that are fully Open Access (sometimes called Diamond or Platinum OA) so as to allow for the widest possible dissemination at the lowest cost.
Personnel
Scott Young (Project Director), Assistant Professor and Digital Initiatives Librarian at Montana State University, will serve as Project Director. Through research conducted under a previously-awarded IMLS grant, Scott has developed an expertise in the area of privacy and analytics. 1 Scott's work focuses on user experience of the web and community building on social media. As a UX researcher and practitioner, Scott is attuned to the needs and expectations of users, including privacy, which is a critical factor that conditions the user experience. Scott publishes, presents, and teaches on user experience, social media, privacy, and ethics.
Jason Clark (Co-Project Director), Associate Professor and Head of Library Informatics and Computing at Montana State University, will serve as co-Project Director. Jason builds and directs the digital branch of the Montana State University (MSU) Library. His work focuses on Semantic Web development, digital library development, metadata and data modeling, web services and APIs, search engine optimization, and interface design.
Sara Mannheimer (Co-Project Director), Assistant Professor and Data Management Librarian at Montana State University, will serve as co-Project Director. Sara educates researchers on data management best practices and ethical data sharing. Sara has published and presented extensively on the ethics and privacy issues surrounding data-driven research and assessment.
Lisa Janicke Hinchliffe (Project Analyst), Professor and Coordinator for Information Literacy Services and Instruction in the University Library at the University of Illinois at Urbana-Champaign, will serve as Program Analyst. Lisa has presented and published widely on information literacy, teaching and learning, the value of academic libraries and library assessment, evaluation, innovation, analytics, and privacy.
With its breadth of experience, the project staff is well positioned to convene and coordinate a multidisciplinary group of stakeholders to catalyze effort towards formulating a national agenda around web privacy and web analytics.
Structure and Phasing
The National Forum Grant will support the creation of a community-driven strategic direction to be developed over a one-year period, from May 2018 to April 2019. To achieve the goals of this project, work will unfold in three three main phases: Phase 1, Forum event planning and preparation; Phase 2, Forum event; Phase 3: PostForum activities, including community feedback and final output development and delivery.
Phase 1: Forum Event Planning and Preparation
IMLS funding will primarily support the attendance of approximately 40 Forum participants. Participation is critical to the success of this project, and will be the central focus of our planning. We will reach across and beyond the profession to ensure that a diverse range of voices and perspectives are heard at this Forum, especially from traditionally underrepresented populations. The scope of participation is identified through the following following four related community groups:
I. Librarians, Library Administrators, Library Faculty, Library Vendors, Library Funders
Librarians and others working in and around libraries form the core of this project. 
II. Privacy Researchers, Activists, and Lawyers
The Forum will be an opportunity for our profession to learn more from privacy experts working in libraries and in related disciplines, including computer scientists, activists, and legal scholars. 
III. Designers and Developers
The privacy landscape includes those who design and build the systems that we use. Perspectives from this community will be essential for understanding the realities and pressures of systems design and development with regards to tracking and privacy. 
IV. End-users
A final key stakeholder group is library end-users themselves. In the context of the academic library, students make up an important community of users. Project Director Young and Co-Project Director Mannheimer are scheduled to teach a Spring 2018 Honors College seminar at MSU focusing on information ethics and privacy. Students from this seminar will be invited to participate in the Forum to provide a voice and perspective from a key user group.
In addition to the above-named participants, we will organize an open call for participation. To focus the outreach and communication of the Forum, we will create a project website to describe the work of the Forum and to solicit nominations and self-nominations for participation (in proposing a project website and nomination process, we are guided by the example set by the IMLS-funded National Forum Grant Always Already Computational and its corresponding website, and by the website and programming for Design for Diversity: An IMLS National Forum Project). We will also solicit participation through email and social media. Criteria for inclusion will include experience or interest-interpreted broadly-in the topic areas of the Forum: privacy, analytics, third-party tracking, user experience, and systems design and development. Of the 40 participants in the Forum, approximately 20 will be included via direct invitation and approximately 20 will be included via the nomination process. With this inclusive balance, we aim to bring in participants through targeted recruitment and through a broader, more open nomination process that will allow us to include participants who might not otherwise have been known to the project staff. In bringing together a wide variety of participants, we aim to realize the IMLS theme of strategic collaboration.
To prepare participants for the Forum, the project staff will produce a set of pre-Forum resources to establish common grounding for the event: a privacy worksheet to be completed by each participant that outlines current privacy and analytics practices at their home institution or organization; an environmental scan that highlights the current landscape of privacy and analytics in and beyond libraries; and a literature review to set the foundation for discussion. The pre-Forum resources will be critically informed by community engagement at ALA Annual 2018. Project staff will attend this major national conference to strategically engage with diverse stakeholder communities: public librarians, academic librarians, administrators, web designers, web developers, and vendors.
Pre-Forum resources will be published through the project website for public review and feedback. These resources and the subsequent work of the Forum will then be organized and made openly available online through the project website and through the Open Science Framework (OSF). OSF integrates with external systems such as Google Drive, Box, Github, and Zotero, thus facilitating collaboration between forum participants. OSF also promotes transparency of the Forum and its outputs by facilitating open working practices. Project resources will be archived in MSU ScholarWorks, the open access institutional repository of Montana State University.
Phase 2: The Forum Event
The Forum will take place over two and a half days at Montana State University in Bozeman, Montana in September 2018. This Forum will include keynote speakers to frame the problem of privacy and analytics, and interactive breakout sessions for all participants to share ideas and advance discussion. Three rounds of breakout sessions will be sequenced to develop an agenda for addressing the problem. These three rounds will be organized around human-centered design principles, and coordinated around the two and a half days of the Forum:
Day One -Introduction and Exploration. The first day of the Forum will be dedicated to introductions and topic exploration. With the pre-Forum resources as a foundational guide, the first round of sessions will focus on exploratory exercises that will bring clarity to the problem from the viewpoint of each participant and stakeholder group.
Day Two -Idea Generation. The second day of the Forum will focus on creating ideas in response to the central problem. The second round of sessions will focus on generative exercises that will bring forth potential solutions to the problem.
Day Three -Evaluation and Selection. Day three will comprise a full morning of activities aimed at evaluating the ideas produced during the preceding day, with the goal of selecting ideas based on viability (sustainability), feasibility (technically possible), and desirability (user needs). The final round of sessions will focus on evaluative exercises that will gauge the overall merit of the proposed solutions.
By scaffolding the forum in this sequence, we will be able to bring a diversity of ideas together and build effectively towards a cohesive response to the problem. For those unable to attend the Forum, we will explore live streaming options such as Periscope, Facebook Live, or YouTube Live. We will also ensure that conversations are captured via collaborative note-taking to be uploaded later to the project website. We will also create a Forum hashtag so that conversation can be cultivated and sustained via Twitter and other social media platforms.
To accommodate these activities, we have made preliminary reservations to host the Forum in the meeting rooms and breakout rooms of the Student Union Building on the Montana State University campus. These spaces will allow participants to convene both as a large group and in smaller groups as discussion requires.
Phase 3: Post-Forum Activities and Project Communication
Following the Forum event, project personnel will review and synthesize the evidence produced by the Forum participants, ultimately producing the project outputs: a white paper, an action handbook, conference presentations, and peer-reviewed publications. These outputs will be informed by, and supplemented with, community input following the Forum event. Members of the project staff will travel to relevant library and technology conferences for the purposes of generating dialogue around web privacy and web analytics in libraries and communicating the activities and progress of the Forum. At each of these conferences, the project staff will engage with the library community through presentations, workshops, and/or working groups that meet and discuss Forum topics. We have strategically planned travel so that the project staff will be able to engage with a range of stakeholder communities at the following conferences: DLF Fall 2018, Code4Lib 2019, and CNI Spring 2019. The DLF community represents a diverse group of academic librarians at many levels of experience, while the Code4Lib conference will allow the project staff to engage with on-the-ground designers and developers from public and academic libraries. Final project outputs will be delivered at CNI Spring 2019, which will allow the project team to interface with academic library administrators, a key policy-making stakeholder group that can help shape analytics implementation at a high level. In additional to in-person community meetings, we will also solicit and cultivate virtual contribution to the project through web and social channels. Following the final output production, we intend to work with ALA, LITA, and/or DLF to develop an open, online workshop or webinar series so that Forum insights and best practices can be shared widely with the library professional community.
These community-based post-Forum activities will help ensure that the priorities and perspectives of a larger, national community of stakeholders are represented in the final project outputs, and that the Forum insights and outputs reach a broad audience.
Forum Collaboration
The work of our National Forum on Web Privacy and Web Analytics will be enhanced by a related forumrecently funded by the IMLS with Michael Zimmer and Bonnie Tijerina as Principal Directors-that will explore what the library value of privacy means in the digital world. The timing of these two forums is fortuitous, as it allows for complementary work and amplified impact. Zimmer and Tijerina's forum will precede our proposed forum, and aims the privacy discussion broadly at digital platforms and digital spaces. Zimmer and Tijerina's forum will help establish a foundation for our forum to build upon. Our forum aims precisely at web analytics and third-party tracking, so we will be in a position to integrate the work of Zimmer and Tijerina's higher-level forum in a way that allows us to even more quickly and deeply engage in our specific privacy topic. For instance, the privacy field guides created by Zimmer and Tijerina will inform the production of our pre-Forum resources, and their final report-which is planned to be released the same month (May 2018) that our grant period will begin-will be integrated into our forum discussions and exercises. To help connect our two forums and establish our complementary work, we have opened a channel of communication with Zimmer and Tijerina and have invited them to participate in our proposed National Forum on Web Privacy and Web Analytics (see supplemental material for email correspondence). In coordination with Zimmer and Tijerina's forum, we can build on their recent and relevant work in a way that will accelerate the overall advancement of privacy in libraries.
Project Timeline
Phase Duration Activities 
Assumptions
In proposing this forum, we assume that threats to privacy will only increase as third-party tracking becomes more widespread, embedded, and sophisticated. We additionally assume that privacy and analytics tracking will continue to resonate within the library community throughout the duration of the grant. For this reason, we assume that the outputs from this grant work are-and will continue to be-of value to the library community.
Statement of National Impact
A national forum on web privacy and web analytics will allow the library community to translate our principles into practice. In convening experts from across disciplines and professions, we can break down silos, learn new perspectives, focus our privacy discussions around analytics and third-party tracking, and produce a roadmap for enhancing web privacy with values-driven web analytics practices.
The Forum will bring together professionals with a range of expertise related to privacy, analytics, and the web. We intend to include representatives from across disciplines, including librarians, library administrators, systems developers, product designers, user experience designers, grant program officers, lawyers, technologists, lawyers, and privacy researchers. A gathering of these stakeholders is needed in order to develop an actionable agenda for implementing values-driven web analytics across a nation-wide spectrum of libraries: public, academic, community college, tribal, school, and special. The dialogue and outputs from the Forum will be targeted at two main areas of impact: practice and policy. In terms of practice, the Forum will produce an action handbook that will inform and shape practice by helping librarians implement and teach privacy for themselves and their communities. The action handbook can be integrated into library curricula and other teaching contexts. We recognize that in order to transform insights from the Forum into actionable outcomes, we will need to effect policy at the local, state, and national levels. Forum participants will notably include policy-makers, including library deans and directors, who can help ensure that recommendations developed during the Forum can be implemented.
A community-fueled effort focused around the Forum and its follow-up activities will enable our profession to take important strides toward a better analytics practice that protects our users' privacy from unwanted thirdparty tracking and targeting. In convening experts from across disciplines and professions, we can break down silos, learn new perspectives, focus our privacy discussions around analytics and third-party tracking, and produce a roadmap for enhancing our analytics practice in support of privacy.
Diversity Plan
The Forum will be designed for diversity and inclusion, especially from traditionally underrepresented populations. A depth of diversity will help ensure that a range of voices are included in this discussion, and that a range of perspectives and ideas are able to come forward, ultimately producing a better result. To help ensure diverse representation and an atmosphere of inclusion at the forum, we will consult with members of Montana State University's Cultural Attunement Committee, which was created by ADVANCE Project TRACS, a multiyear grant project funded by the National Science Foundation that aims to increase faculty diversity through research, policy, and training. This committee possesses expertise in recruiting and retaining diverse talent, and will use this expertise to provide guidance on the following matters throughout the project: drafting the call for participation via email and web; placing the call in appropriate forums; evaluating the participant pool; drafting the forum's code of conduct; and advising on post-Forum outputs.
